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Everyone wants a background check provider that’s lightning-

fast, flawlessly accurate, and surprisingly inexpensive—until 

the first “easy” compromise shows up as a delayed start date, a 

missed record, or a compliance headache nobody saw 

coming. In business, the old rule of  “fast, cheap, thorough: pick 

two” isn’t just a cute cliché; it’s a real-world tradeoff that can 

ripple straight into patient safety, brand risk, and hard costs.  



The good news is, when it comes to your screening 

provider, you don’t have to accept a false choice between 

speed and confidence—you just need to understand where 

corners get cut, why accuracy slips, and how to build a 

screening program that moves quickly without gambling on 

the outcome. 



HR professionals in highly regulated industries like healthcare, 

transportation, and financial services understand that effective 

criminal background checks are mission critical. The stakes are 

uniquely high when employees work with patients, vulnerable 

populations, sensitive data, or the public. Yet even seasoned 

HR teams face misconceptions about what a “complete” 

background check entails and pressure to balance speed, cost, 

and thoroughness.  



This white paper cuts through the myths to detail the 

components, scope, and risks of criminal background 

screening. We compare fast, cheap solutions versus 

comprehensive approaches, explain why there’s no such thing 

as a true national criminal check, and outline best practices 

tailored to regulated roles. The goal is to equip you with fact-

driven insights to optimize your screening program, because 

when it comes to safety and compliance, shortcuts can carry a 

very steep price. 




 



In a perfect world, all background checks would be fast, 

inexpensive, and 100% accurate, but in reality, there are trade-

offs. The allure of “instant” criminal background searches 

advertised online is understandable: results in 24 hours or less, 

often at rock-bottom prices. 

Balancing Speed, Cost & Risk

However, speed and low cost come at the expense of depth 

and accuracy. These rapid checks often rely on limited 

databases or incomplete data, which can leave employers 

with a false sense of security. You might get a report back 

quickly (and save on upfront cost), but hurrying through 

criminal background checks will set you up for bigger 

concerns down the road. In fact, the Consumer Financial 

Protection Bureau (CFPB) has taken action² against 

background check providers that cut corners and return 

inaccurate data. In short, an overly fast or cheap check can 

place your organization at risk by missing critical records or 

reporting errors. 
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The Hidden Risks of Rushed Checks  



Skimping on criminal checks or limiting the search scope can 

have serious consequences. At best, a negligent hiring process 

can erode your organization’s reputation, costing public trust 

that can take years to rebuild. At worst, it may directly put 

employees, clients, or patients in harm’s way.  



Consider this real-world example: one organization’s 

inadequate background check led to a $7 billion jury verdict 

after a heinous crime by an employee.² In that case, a home 

services worker with a violent past murdered a customer, 

leading to a massive negligent hiring award.  



While $7B is an extreme “nuclear verdict,” it underscores that 

the cost of a missed criminal record can far exceed the cost of 

doing screening right. In fact, employers lose nearly 80% of 

negligent hiring lawsuits, with an average settlement around $1 

million (and some cases reaching tens of millions)¹. Beyond 

legal liability, there’s the human toll and morale impact of 

workplace violence, theft, or other incidents that proper 

vetting might have prevented. 



Risk/Cost Breakdown 



The true cost of a “fast and cheap” background check 

often isn’t apparent until it’s too late. Organizations that cut 

corners can face:  


Negligent Hiring Settlements: ~$1M on average (with 

cases up to $40M+)¹ in damages and legal fees. 


Regulatory Fines: Penalties for non-compliance 

if required checks (e.g. healthcare sanctions or driver 

history) were omitted. 


Reputational Damage: Loss of client/patient trust and 

negative publicity that may take years and significant PR 

efforts to mend. 


Internal Losses: Lower employee morale, higher turnover, 

and the ~$15,000 cost of replacing a bad hire¹ – not to 

mention potential harm to staff or customers. 

Fast & Cheap ≠ Safe & Complete 



It’s important to recognize that a truly comprehensive 

criminal background check takes more time and resources 

than an instant database search. There are thousands 

of jurisdictions and many layers of records to examine. 

Relying on minimal checks—just meeting a basic regulatory 

requirement or using one database—creates blind spots. 

You may save a few days or a few dollars now, but you 

inherit much greater downstream risk.  



For example, North Carolina state law only requires a five-

year, in-state criminal history search for long-term care 

workers, but that leaves employers exposed. What if the 

applicant committed a serious crime six years ago or just 

over the state line? Organizations that insist on these limited 

scopes sometimes even have to sign affidavits holding their 

screening provider harmless for any missed records.  



The bottom line: if your background check is “fast and 

cheap,” it is almost certainly not comprehensive – and that 

trade-off can be dangerous. 
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Myths vs. Facts in  

Criminal Background Screening 



The Myth of a  “National”  Criminal 

Background Check 



To further illustrate the importance of comprehensive 

checks, let’s dispel a couple of persistent background check 

myths: 



Myth: “Only felony convictions matter; we can ignore 

misdemeanors.”  

Fact: Misdemeanors can signal serious risks and are often 

directly relevant to workplace safety. There’s little 

consistency across states on what is classified a felony vs. 

misdemeanor, and many serious crimes (assault, domestic 

violence, DUIs) are pleaded down to misdemeanors. In fact, 

a violent misdemeanor (e.g. a minor assault or sexual 

misconduct charge) may be far more concerning for an 

employer than a non-violent felony (e.g. a years-old theft). A 

comprehensive check should include relevant 

misdemeanors, not just felonies, to ensure you aren’t blind 

to candidates’ violent or unethical behavior. 


Myth: “Meeting the minimum legal requirements for 

background checks is enough.”  

Fact: Simply checking the box on minimum requirements 

can leave dangerous gaps. Regulations set a floor, not a 

ceiling. For example, some public agencies only run a state 

police or FBI fingerprint check, which often misses local 

records that weren’t reported upward. A minimal in-state 

search could miss crimes a candidate committed out-of-

state. Best practice is to go beyond the minimum – 

covering all relevant jurisdictions and re-verifying records – 

to truly protect your organization. 




One of the biggest misconceptions in hiring is the idea 

that there’s a comprehensive “national criminal background 

check” that instantly covers every courthouse and police 

record. In reality, what many vendors call a “national” check is a 

misnomer. It usually refers to a multi-jurisdictional criminal 

database compiled from various sources – essentially 

a pointer database. These databases can be useful tools, 

but it’s critical to understand their limitations. 



No Single Source for All Criminal Records 



The United States has more than 3,000 counties, each with 

its own courts and record systems. There are separate state 

repositories, federal courts, and specialty records (like sex 

offender registries). These records are not all funneled into 

one system that private employers can search. Even the 

FBI’s National Crime Information Center (NCIC) database – 

accessible mainly for law enforcement and certain 

regulated roles – is not exhaustive. Many local courts and 

agencies do not report every record to state or federal 

databases due to reporting lags or policies. For example, if a 

county doesn’t regularly update the state repository, a state-

level or FBI fingerprint check might show a clean record 

when a county-level search would reveal a conviction. 

Simply put: a “national” search alone can miss records and 

should never be considered a complete background 

check. 



Supplemental Criminal Databases – Useful but 

Incomplete 



Most background screening providers offer a multi-state or 

“national” criminal database search as a supplemental tool. 

These proprietary databases aggregate millions of records 

from various jurisdictions. (For instance, Cisive’s 

supplemental database contains over 450 million records 

on 230+ million offenders, collected from numerous 

jurisdictions.) This broad net can uncover crimes in places 

the candidate didn’t disclose living or working. However, 

neither Cisive’s nor any competitor’s database is 100% 

comprehensive or up-to-date. When run as a standalone, 

database searches are incomplete and not considered 

FCRA-compliant for making hiring decisions. They often 

lack identifiers or final case dispositions, and errors or 

outdated information are common. 
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Pointer Data and Verification 



Think of multi-jurisdictional databases as a starting point – 

they can point you toward jurisdictions that warrant closer 

examination. If a database search returns a “hit” (a possible 

record), a reputable screening firm will take the next step: 

perform a direct county or state court search to verify the 

record. This two-step process ensures accuracy and legal 

compliance.  



For example, if the database flags a John Doe with a 2018 

arrest in Ohio, the CRA will go to the Ohio county court in 

question to pull the official record, confirm it matches your 

candidate (by name, DOB, etc.), and get the latest disposition. 

Only after verifying at the primary source will the record be 

reported to you. In essence, the multi-state database is 

“pointer data,” not a definitive report. It should never replace 

proper county or statewide searches. Employers should be 

wary of any service that offers a cheap “national criminal 

check” without explaining these limitations – you could be 

relying on data that is unverified, incomplete, or non-compliant 

with the Fair Credit Reporting Act (FCRA). 




Why No True Nationwide Instant Check Exists 



Aside from data fragmentation, another reason you can’t get a 

complete nationwide check instantly is the varying 

accessibility of court records. As noted, many records aren’t 

online. Each jurisdiction has its own processes and turnaround 

times. Some counties offer online portals with immediate 

records access, but others require mailed requests or have 

backlogs. A comprehensive search across all possible 

jurisdictions therefore can’t be instantaneous. Quality 

background screening takes a layered approach, combining 

database breadth with court-level depth to ensure nothing 

important is overlooked. 

The Myth of the 
“National Criminal 
Check”  

There’s no single, all-
inclusive “national” criminal 
background check. 



So-called national searches 
are actually multi-
jurisdictional databases 
that serve as pointer tools, 
not comprehensive 
sources.  

With 3,000+ counties and 
fragmented court systems, 
no database covers every 
record. Even the FBI’s 
database is incomplete due 
to inconsistent reporting.  

These tools can help flag 
potential records, but only 
verified county or state-
level searches can confirm 
accuracy. 



Relying solely on a 
“national” check risks 
missed records, FCRA 
violations, and potential 
liability.
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Components of a Comprehensive Criminal 

Background Check  



To truly mitigate risk, organizations need to take a 

comprehensive approach to criminal background screening – 

one that yields quality, current, and accurate data. A thorough 

check might involve multiple search types and verification 

steps. Here are the key components that industry-leading 

screening programs (like Cisive’s) include: 



Identity Verification and Alias Tracing: Before diving into 

criminal records, it’s critical to confirm who you are 

checking. Comprehensive screening starts with verifying 

the candidate’s identity (e.g. via Social Security number 

trace and government ID) and gathering any alias names or 

past names (maiden names, nicknames, etc.). This process 

also produces an address history for the individual.   

  

Why does this matter? Criminal records are indexed by 

name and date of birth, not Social Security number, in most 

courts. If an applicant has used other names or lived in 

other places, those create additional records to search. For 

example, a candidate might conveniently omit a 

previous address from a job application to hide a 

conviction in that county – but a thorough background 

check will uncover that prior address through an SSN trace 

and still find the record. Ensuring all aliases and locations 

are known means your search will cover 

every jurisdiction tied to the individual, not just what 

they disclosed. 


County and State Criminal Court Searches: County-level 

searches are the backbone of any criminal background 

check, since county courts are where the vast majority of 

criminal cases (felonies and misdemeanors) are filed and 

adjudicated. A comprehensive check will search each 

relevant county court for records matching the candidate’s 

name (and any alias names) within an appropriate 

timeframe (often 7 years, or longer for certain roles). In 

addition, many states have statewide criminal repositories 

or state police records; where available, a statewide 

criminal search can supplement county checks. Both levels 

are valuable: county searches go straight to the source, 

while a statewide search (in states that maintain one) can 

cast a wider net for any record in that state.   

It’s important to search all counties of residence (and 

sometimes employment) that a candidate has had – not 

just the current county. Skilled background screeners use 

the address history to guide which counties/states to check. 

They also understand the quirks of each area. For instance, 

over half of U.S. counties store felony records separately 

from misdemeanors or across multiple courts. If a provider 

only searches a “upper court” index (felonies) and ignores 

the lower courts, they could miss serious 

misdemeanors. Cisive addresses this by conducting a 

multiple-repository search in such counties – checking 

both the superior court and the lower (municipal or district) 

court for a complete result. This thorough approach catches 

records that simpler searches overlook. The outcome is 

a more complete and accurate picture of any criminal 

history at the local level

Federal Criminal Records Search: Crimes prosecuted in the 

U.S. federal court system (as opposed to state/local courts) 

won’t appear in county searches. Thus, comprehensive 

screening also includes a federal criminal search for 

each jurisdiction where the person lived or worked. Federal 

crimes include offenses like bank fraud, embezzlement, tax 

evasion, major drug trafficking, crimes across state lines, etc. 

These are searched by federal judicial district.   

  

For example, if a candidate lived in New Jersey and New 

York, a federal search would cover the federal districts in 

those areas (such as District of New Jersey, Southern District 

of New York, etc.). Federal court record checks ensure that 

white-collar crimes or serious federal offenses are not 

missed, which is especially pertinent in industries like 

finance or any role with access to sensitive financial 

information.
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Multi-Jurisdictional Supplemental Database 

Check: A supplemental criminal database search casts a 

wide net across many jurisdictions at once. This is an 

important supplemental component of a comprehensive 

background check because it can reveal records in 

locations the candidate didn’t tell you 

about. Cisive’s supplemental database, for 

instance, contains hundreds of millions of arrest and 

conviction records from across the country. By running a 

database search, you might discover, say, a felony arrest in a 

state the person never claimed on their application.   

  

But remember, any “hit” from a database is just a lead. 

Comprehensive service means the provider will then verify 

any hits via a direct court search before reporting them to 

you. When used this way (as a pointer and quality 

assurance step), multi-state databases significantly 

strengthen your chances of catching a record that a basic 

county-of-residence check would miss. However, they 

are not a standalone solution – they are one piece of a 

larger process. 


Sex Offender Registry Check: Especially vital for roles 

involving contact with the public, children, or other 

vulnerable groups (healthcare, home services, education, 

etc.), a sex offender search checks if the candidate is listed 

on any official sex offender registries. A national sex 

offender registry search typically covers all 50 states’ 

registries (and often territories) for any matches. These can 

be searched via a combined database or through the U.S. 

Department of Justice’s NSOPW (National Sex 

Offender Public Website).   

  

Cisive’s approach, for example, can search individual state 

registries for a specified address history or do a 

comprehensive all-state sweep alongside the supplemental 

criminal database. With nearly 800,000 registered sex 

offenders in the U.S. as of 2024,⁴ it’s an essential check to 

ensure you’re not placing someone with a history of sexual 

offenses into a position of trust. Failing to check could lead 

to catastrophic outcomes in workplaces like hospitals, 

schools, or even businesses with family clientele. 

(It’s worth noting many states legally require this check for 

certain positions.) 
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Manual Court Record Retrieval (“Court Runners”): A truly 

comprehensive service doesn’t stop at digital searches. If a 

needed court record is not available through online 

systems, the background check company will dispatch 

court runners or researchers to physically retrieve records 

from the courthouse. This tends to happen 

in jurisdictions that haven’t digitized older records or that 

require in-person identity verification for records 

requests. It’s a slower step, but a crucial one in thorough 

screening.   

  

Many records still reside on paper in filing cabinets, and 

some courts deliberately do not fulfill electronic requests 

(for privacy or procedural reasons). By going on-site when 

necessary, a screening provider ensures that no stone is left 

unturned. This is one reason comprehensive checks can 

take longer—because they are willing to wait a few extra 

days for a court to send documents or to send a runner to 

pull a file, rather than just skipping that court. The trade-off 

is well worth it: you get the most complete and verified 

information, rather than risking a missed record due to 

convenience. 


Verification and Quality Control: Raw data from courts 

and databases is not the end of the process. High-quality 

background checks include rigorous verification steps to 

confirm that any located records truly belong to your 

candidate and that all details are accurate and up to date. 

This includes matching identifiers (name, date of birth, 

address, and in some cases Social Security or driver’s 

license numbers if available on the record) and checking 

the disposition of each case (was it a conviction, a 

dismissal, expunged, etc.). Verification is critical for 

compliance – for example, under the FCRA, employers 

must be given accurate, up-to-date information, and using 

unverified database info could lead to reporting an 

expunged or misidentified record.   

  

Cisive exemplifies robust verification: each criminal record 

is verified and re-verified up to five times 

before finalizing the report. This process yields an 

impressive 99.9994% accuracy rate in Cisive’s reports 

(significantly higher than the industry average of ~99.90%). 

In practice, that means errors like false positives or 

misreported outcomes are virtually eliminated. Such 

diligence protects both the employer and the candidate, 

ensuring decisions are based on solid information. 

Accuracy isn’t just a “nice to have” – it’s a legal and ethical 

imperative in background screening. 
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Continuous Criminal Monitoring (Post-Hire Checks): 

Traditionally, background checks have been a pre employment 

exercise – a one-time snapshot of a candidate’s history. But 

what about after hire? If an employee is hired and then a year 

later commits a serious offense off the job, how would you 

know? Increasingly, organizations in sensitive industries are 

adopting continuous criminal monitoring programs to 

bridge this gap.   

  

Continuous background screening is essentially near real-time 

monitoring of criminal databases and court records for new 

events involving your enrolled employees. For example, if an 

employee in a healthcare facility is arrested or convicted 

tomorrow, the employer can receive an alert right away, rather 

than discovering it years later (or not at all). Continuous 

monitoring services (like Cisive’s Workforce iQ) typically work 

by placing a “watch” on individuals and pulling from live arrest 

and court data feeds.   

  

The benefit is clear: you can address risk immediately – for 

instance, removing a driver with a new DUI or a caregiver 

charged with violence before they cause harm in your 

workplace. Adoption of post-hire screening is on the rise; nearly 

one-fifth of organizations were conducting post-hire 

background checks as of 2021 (up from 12% in 2020),⁵ and 

among companies adding new screening tools in 2020, almost 

one-third added continuous criminal monitoring. Highly 

regulated and high-risk roles are leading the trend, such as “final 

mile” delivery drivers entering homes, utility workers with home 

access, healthcare staff, financial services staff, and others in 

positions of trust. Including continuous monitoring as part of a 

comprehensive program helps ensure your workforce remains  

safe and compliant over time, not just at the moment of hire. 

It’s a proactive way to mitigate evolving risks and is increasingly 

considered a best practice in regulated industries. 




Each of these components builds on the others to create a 360-

degree view of a candidate’s criminal background. Comprehensive 

screening isn’t about running one magic search – it’s about 

layering multiple checks and verification steps to catch what 

simpler approaches miss. It’s also about tailoring the program to 

the role and industry, which we explore next. 
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Regulated vs. Non-Regulated Roles: Meeting 

Requirements and Closing Gaps 



Background screening in the U.S. is shaped by a patchwork of 

federal, state, and industry-specific regulations. Highly 

regulated roles often come with mandated checks or 

minimum screening standards set by law. However, just 

because a certain check is required doesn’t automatically 

mean it’s sufficient alone for risk mitigation.  



Let’s examine a few sectors to see how criminal search 

practices differ and where organizations commonly fall short 

by relying only on minimum standards: 



Healthcare Industry 



In healthcare, many states have laws dictating background 

check requirements for licensed professionals and healthcare 

employees. These often include a fingerprint-based state and 

FBI check, a check of the OIG Federal exclusion list (to bar 

individuals excluded from Medicare/Medicaid), and 

sometimes a state abuse registry or sex offender check. For 

example, a state might require a hospital to run a statewide 

criminal check going back 7 years and check the national sex 

offender registry for any new nurse hire.   

  

These are crucial checks, but on their own they may miss out-

of-state crimes or older offenses. Best practice in healthcare is 

to go beyond the basics: verify identity and licenses, perform 

county-level searches for all places the candidate has lived or 

worked (not just in-state), run a comprehensive national sex 

offender search, and include alias names to catch any married/

maiden name records. Healthcare employers should also 

check abuse registries and sanction lists (like FACIS) to screen 

for any history of patient abuse or licensing board actions. 

Many states require these for certain roles, but if not, it’s wise 

to include them anyway.   

  

Because healthcare workers deal with the vulnerable, anything 

less than a thorough, multi-jurisdictional criminal search (plus 

verifications) can expose patients to harm and the 

organization to lawsuits or even loss of accreditation. In sum, 

meet the state requirements and then some: if the law 


mandates a state check, use it in addition to county checks 

and federal checks, not in lieu of a broader search. 



Transportation Industry 



Commercial drivers are regulated by the Department of 

Transportation (DOT) and Federal Motor Carrier Safety 

Administration (FMCSA) which impose specific 

background-related checks. For instance, employers must 

obtain a Motor Vehicle Record (MVR) for at least the past 3 

years and conduct a drug and alcohol testing history check 

(e.g., via the FMCSA Clearinghouse for CDL 

holders). There’s also an employment verification 

requirement for the past 3 years of DOT-regulated 

employment. Interestingly, there is no federal mandate for a 

criminal history check for truck drivers – the focus is on 

driving-related records.   

  

However, consider the risk of not checking: a driver with a 

history of violent felonies or theft could pose a huge liability 

(for cargo theft, road rage incidents, etc.). Many 

transportation companies do opt for criminal background 

checks on top of the DOT requirements as a matter of policy 

and client expectation. Best practices for regulated driving 

roles include: a county/state criminal search for all 

addresses on the CDL holder’s history, a nationwide 

database pointer search (to catch convictions in any state), 

and even ongoing checks (continuous monitoring) 

especially for fleets that interact with the public.   

  

For example, a last-mile delivery service might 

continuously monitor its drivers so that if one is arrested for 

a violent crime on the weekend, the company knows before 

sending them into a customer’s home. Additionally, certain 

driving jobs require extra checks; hazardous materials 

(HAZMAT) drivers must undergo TSA background checks 

(with fingerprinting) to receive clearance, and school bus or 

passenger transport drivers in many states require 

fingerprint-based FBI checks as well, but 

again these should be supplemented.   

  

Transportation employers can’t afford minimum standards 

only – they face “nuclear verdicts” in court when failing to 
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screen properly. In recent years, some juries have handed out 

$10M+ negligence verdicts against transportation companies 

for accidents caused by unvetted or risky drivers. The 

message: verify thoroughly (driving record and criminal 

record) to avoid putting a ticking time bomb behind the 

wheel. 



Financial Services 



Banks, credit unions, and other financial institutions are subject 

to stringent regulations for hiring. Under federal law (FDIC 

Section 19, FINRA rules, etc.), certain financial roles require FBI 

fingerprint background checks to screen for crimes of 

dishonesty, money laundering, and other financial crimes. For 

example, anyone working at a federally insured bank who has 

ever been convicted of a financial-related felony (or certain 

misdemeanors) is disqualified from employment in the 

industry unless they obtain an FDIC waiver. So, banks will 

fingerprint new hires to cross-check against the FBI’s records 

for any such convictions.   

  

That said, fingerprint/FBI checks alone are not foolproof. They 

can miss records that weren’t reported properly or recent 

charges not yet in the database. Moreover, financial firms have 

broader concerns: reputational risk, client trust, and often 

global footprints. A comprehensive background check for 

financial roles should include the full slate: county/state 

criminal searches in all jurisdictions of residence, federal 

criminal searches (since white-collar crimes might be federal), 

regulatory enforcement checks (e.g., SEC or FINRA 

disciplinary actions lists), and even credit history checks for 

roles handling money (credit checks fall outside criminal, but 

are often done for financial responsibility insight). Many 

financial employers also check the Global Watch Lists (such as 

OFAC sanctions list, terror watchlists) as part of their due 

diligence.   

  

Here, minimum standards (fingerprint + credit) are just the 

starting point. The firms that truly protect themselves go 

further – including verifying any criminal record hits for 

accuracy (to avoid an FCRA issue with a false positive) and 

conducting periodic re-screenings. In an industry where a 

single bad hire could facilitate fraud or massive compliance 

violations, “good enough” screening is not good enough. 

Leading banks often partner with screening providers 

like Cisive specifically because they need customized, high-

fidelity searches that meet strict regulatory requirements and 

uncover any red flags globally. 


 


Other Industries / Non-Regulated Roles 



For many sectors (tech, retail, manufacturing, etc.), there may 

not be specific laws dictating how to do background checks 

beyond compliance with federal laws like the FCRA, EEOC 

guidance, and any state consumer reporting laws. This can 

lead some organizations to do the bare minimum (or even 

nothing formal) for roles not explicitly required to be 

checked.   

  

However, any employer can face negligent hiring claims and 

workplace safety issues, regardless of industry. Just because 

it’s not legally mandated doesn’t mean a thorough criminal 

check isn’t necessary. For example, a retail company might 

not be required to run a background check on a warehouse 

worker, but if that employee has a violent criminal history and 

later assaults a coworker, the company could be liable for not 

having vetted them. So, even in non-regulated environments, it 

is wise to adopt a comprehensive approach scaled to 

the role’s level of risk.  
 

For positions dealing with cash, valuable goods, or sensitive 

data, a full criminal history check (including county, state, 

database, federal, sex offender) is highly recommended. Roles 

that interact with the public or vulnerable populations (even if 

not in traditionally “regulated” fields) should likewise get the 

maximum screening available. Where companies often fall 

short is assuming that a quick basic check (or none at all) is 

fine if not mandated – only to learn painfully that every hire 

can pose a risk. It’s far better to have a robust, standardized 

screening policy for all roles, with tiers of depth depending on 

risk level, than to have gaps in your defenses. 



Background Checks for the Role 



In summary, regulated roles will dictate certain checks 

you must do – but organizations should treat those as the 



11|   White Paper  

minimum and build upward to comprehensive screening. 

Non-regulated roles give you more freedom, but also more 

responsibility to set your own standards – which should be 

high if safety, security, or reputation are on the line. A common 

pitfall is assuming compliance = security. Compliance 

requirements are crucial but they alone don’t guarantee you’ve 

caught everything.   

  

Forward-thinking HR teams in high-risk industries leverage 

both compliance checks and additional best-practice 

searches to close any gaps. This might include extending the 

search scope (geographically or time-wise beyond what’s 

required), adding searches (like a supplemental database or 

alias name checks that laws might not mention), and 

scheduling periodic re-screenings or continuous monitoring 

post-hire even if not required. The investment in a fuller search 

is minor compared to the potential cost of something slipping 

through. 



The Real Cost of a Missed Record (Why Thoroughness 

Matters) 



We’ve touched on the risks and costs throughout, but it bears 

repeating in plain terms: the cost of a “miss” in a criminal 

background check can be enormous, far eclipsing whatever 

savings were gained by a faster or narrower search. What if an 

undiscovered criminal record leads to a bad hire who then 

harms someone? What if an outdated database entry leads 

you to make an adverse decision on a great candidate 

(spurring an FCRA lawsuit)? There are financial, legal, and 

human consequences to consider. 



Legal Liability and “Negligent Hiring”  



When a company fails to discover a pertinent criminal record 

that could have predicted harm, and that person then causes 

injury, courts can and do find the employer liable for negligent 

hiring. Jury awards in these cases have skyrocketed. We 

saw the extreme example of a $7 billion verdict against an 

employer for an egregious incident.³ More commonly, 

settlements and awards in serious cases run in the millions. 

The average negligent hiring lawsuit settlement is nearly $1 

million, and employers lose the majority of such cases when 

they go to trial . In addition, regulatory bodies might impose 

fines if the employer didn’t follow industry screening rules. For 

instance, a healthcare facility that fails to check the OIG 

exclusion list could face hefty civil monetary penalties if an 

excluded individual is hired. It’s not hard to see how spending 

a bit more time and money upfront on a thorough background 

check is like a very cheap insurance policy against these multi-

million-dollar risks. 



Workplace Safety and Human Impact 



Beyond lawsuits, consider the direct impact on people. If a 

violent individual slips through screening, the result could be a 

preventable assault, theft, or worse on your premises. These 

incidents can destroy employee morale and create a climate of 

fear or distrust at work. There are also moral and ethical 

obligations—employers who place someone with a known 

violent past into a role where they can hurt someone may feel 

a lasting burden of regret and public shame if an incident 

occurs. Thorough background checks significantly reduce the 

chance of workplace violence and crime, contributing to a 

safer environment for everyone. In highly regulated spaces like 

healthcare, it could quite literally be the difference between 

life and death for a patient under a caregiver’s supervision. 



Reputation and Business Loss 



In an age of instant news and social media, one headline about 

a “background check failure” at your organization can do 

lasting damage. Clients and the public might lose confidence 

in your services. For example, if a trucking company’s driver 

with undisclosed DUI convictions causes a fatal accident, not 

only will there be legal costs, but that company might lose 

contracts or face public boycotts.  



Reputation hits are hard to quantify, but executives know they 

hurt the bottom line. Many organizations tout safety and trust 

as part of their brand—those values take a hit if a bad hire slips 

through. By contrast, companies known for rigorous hiring 

standards can build trust and even use that as a selling point 

(“our people are thoroughly vetted and trustworthy”). Thus, 

investing in comprehensive checks is also an investment in 

your brand’s integrity.  

¹

https://thecovertconsultinggroup.com/the-secret-world-of-background-checks/#:~:text=negligent%20hiring%20if%20that%20employee,commits%20a%20criminal%20act
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Hidden Costs of Turnover and Re-Hiring 



Hiring the wrong person only to terminate them later (whether 

due to discovered criminal history or subsequent behavior) is 

extremely costly in aggregate. Industry data often cites that 

replacing a bad hire can cost tens of thousands of dollars in 

recruiting, onboarding, and lost productivity. If you later find 

out something that would have been in a background check 

and have to let the employee go, you’ve essentially paid twice 

– once to hire and once to replace. Far better to catch 

disqualifying issues before the hire is made. 



Continuous Monitoring = Continuous Protection 



Some organizations worry about the expense of continuous 

criminal monitoring services or periodic re-screenings. But 

consider the cost of not having it: If an employee is arrested 

for a violent crime and no one knows, that unchecked risk 

could lead to a costly incident. Continuous monitoring 

solutions have become more affordable and scalable, and as 

noted, their adoption is rising because they fill the gap 

between hire and retire. They provide ongoing assurance that 

your workforce remains “clean.”   

  

Many companies find that the ROI of continuous screening is 

strong when you weigh the potential avoidance of a single 

serious event. It’s the classic saying: “An ounce of prevention is 

worth a pound of cure.” Here, prevention might be an alert that 

lets you intervene (perhaps suspending an employee who was 

arrested for DUI before they drive a company vehicle again), 

versus the “cure” of dealing with an accident and lawsuit later. 


In summary, the costs of comprehensive screening are finite 

and controllable, whereas the costs of a miss are potentially 

infinite and unpredictable. From massive legal verdicts to 

irreplaceable human life, there is too much on the line to 

justify a penny-wise, pound-foolish approach. The risk of not 

thoroughly vetting your candidates cannot be overstated. 

It’s simply not worth gambling with inadequate checks. 
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Educate stakeholders and dispel myths. Use “myth vs. fact” 

discussions with your hiring managers or executives to 

explain why comprehensive checks matter. Often, pressure 

for speed or lower cost comes from not understanding 

the risk trade-offs. When leaders grasp that faster/cheaper 

checks can miss crimes that might later cost the company 

millions, they tend to support a more thorough process. 

Likewise, managers who realize that not all records 

are instant or that a “clean” result might simply mean an 

unchecked jurisdiction will be more patient and 

cooperative in the screening timeline. 



Ultimately, building a fast, affordable, and comprehensive 

background check is about finding the right equilibrium for 

your organization. Work with your background screening 

provider to tailor a program that effectively reduces risk while 

meeting your cost and turnaround requirements.   

  

In highly regulated environments, a one-size-fits-all 

approach won’t do – you need flexibility and expertise. 

Providers like Cisive specialize in complex, high-stakes 

screening and can advise on the optimal package of searches 

for each role, whether it’s a nurse, a truck driver, or a bank 

executive. They can also introduce efficiency through 

technology (like automation in courts that allow it) to speed 

up checks without sacrificing thoroughness. 



In the end, HR professionals are the guardians of their 

organization’s talent pipeline and safety culture. By rejecting 

the false choice between fast, cheap, and comprehensive, and 

instead demanding all-around excellence in background 

screening, you ensure that your hires are qualified, compliant, 

and pose minimal risk. It’s about hiring smarter to hire safer.  
 

With the insights from this paper – debunked myths, essential 

check components, and industry-specific guidance – you can 

confidently evaluate and enhance your criminal background 

check program. The result will be a workforce vetted with due 

diligence, a reduced chance of “bad hire” nightmares, and 

peace of mind that you are doing everything possible to 

protect your people and your organization’s reputation. In 

background screening, knowledge is power – and 

comprehensive action is your best defense. 

Conclusion: A Smarter, Safer Approach to 

Background Checks


 


HR leaders in regulated industries don’t have the luxury of 

choosing fast or cheap or comprehensive – you often need all 

three attributes in balance, with risk mitigation as the top 

priority. The good news is that with the right strategy and the 

right partner, you can design a background screening program 

that meets your organization’s time and budget needs while 

still being thorough.  



Key takeaways from this discussion include: 



There is no true shortcut to a complete criminal 

background check. Covering all bases (county, state, 

federal, database, etc.) and verifying records will take a bit 

longer and cost a bit more than an “instant” check – but it 

vastly reduces your exposure to error or missed 

information. It’s a necessary investment in safety and 

compliance. 


Use “national” databases wisely – as supplemental pointer 

tools, not standalone solutions. They enhance a 

comprehensive program, but only when coupled with 

proper follow-up searches and FCRA-compliant practices. 


Identify the checks required for your industry, then go 

beyond them. Don’t stop at merely satisfying a regulation if 

that regulation leaves gaps. If state law says “fingerprint 

check,” do it and do your own county searches. If 

DOT says “check driving record,” do it and check criminal 

records. This layered approach is what separates a 

compliant yet vulnerable program from a truly 

secure hiring process. 


Incorporate quality control and continuous improvement. 

Ensure your screening provider has strong verification 

processes (look for accuracy metrics 

like Cisive’s 99.9994% accuracy rate) and 

that they’re accredited (e.g., PBSA) and up-to-date on the 

latest laws. Also consider adding continuous monitoring to 

stay informed of post-hire risks in real time. This continuous 

approach is becoming the new standard of care in many 

industries, reflecting a commitment to ongoing safety 

beyond day one. 
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About Cisive 



The Covert Consulting Group, 
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HR Morning, 

Safe Home, 

HR Research Institute, 

 



Cisive is a trusted partner for comprehensive, high-risk 

compliance-driven background screening and workforce 

monitoring solutions, specializing in highly regulated industries

—such as healthcare, financial services, and transportation. We 

catch what others miss, and we are dedicated to helping our 

clients effortlessly secure the right talent. As a global leader, 

Cisive empowers organizations to hire with confidence.  



Through our PreCheck division, Cisive provides specialized 

background screening and credentialing solutions tailored 

for healthcare organizations, ensuring patient and workforce 

safety. Driver iQ, our transportation-focused division, delivers 

FMCSA-compliant screening and monitoring solutions that 

help carriers hire and retain the safest drivers on the road.  



Unlike traditional background screening providers, Cisive takes 

a technology-first approach powered by advanced 

automation, human expertise, and compliance intelligence—all 

delivered through a scalable platform. Our solutions include 

continuous workforce monitoring, identity verification, criminal 

record screening, license monitoring, drug & health screening, 

and global background checks. 
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